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SAFE MONITORING SYSTEM FOR WIRELESS 
NETWORKS BASED ON THE MERKLE TREE 
 
Abstract—The Merkle tree, which is proposed in this report for use 
in the creation of wireless networks, is a special data structure that 
contains summary information about a certain amount of data and is 
used to verify the integrity and reliability of the data and their 
individual nodes transmitted between the nodes. 
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I. Introduction 
Internet communication standards, as well as service applications, 
provide data delivery to network users in order to: 
• Organization of work with hypertext pages 
• Provision of the necessary resources on request of web-clients 
• Access to distributed databases that is a chain of transaction 
blocks (blockschains), in which each block contains a timestamp and 
a link to the previous hash tree block [1, 2]. 
II. Ensuring the Integrity and Reliability of Data and Resources 
To increase the stability of wireless networks, we introduce an 
external negative feedback, the role of which we offer a subsystem 
with spectrum analyzers. 
Incorporating it into a schematic solution for the creation of 
monitoring systems for wireless networks using the Merkle tree will 
provide the opportunity to save limited resources of sensors used for 
processing and storage of data in computers, as well as the transfer of 
such data between the PC. This is due to the fact that the functions of 
hashing in contrast to the encryption functions, require for this much 
less resources. 
Considering that the wireless subscribers of an enterprise or 
organization can be divided into three categories: 
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• Mobile (mobile phones, tablets, etc.). 
• Conditional mobile (laptops). 
• Stationary (PC). 
Connect spectrum analyzers can only conditionally mobile and 
landline subscribers (see Table 1). We select mobile subscribers in a 
separated group [3, 4] with different algorithms for embedded systems 
(see Table 2). 
 
Table 1.  
Software and hardware list 
Hardware Software 
Access point (AP) & clients: 
Raspberry Pi 
OLED SSD1306 
TFT ILI9341 
LED HDMI LCD 
HID 
 
Sensors: 
Pololu Wixel (CC2511-F32) 
OLED SSD1306 
AP: 
OS Raspbian Lite (Linux) 
dnsmasq 
hostapd 
cmtg v.3 (COMonitoring) 
Python 3 OLED libraries 
 
Clients: 
OS Linux 
cmtg v.3 
 
Sensors: 
C# firmware 
OLED visualization library 
 
Table 2. 
Justification of the algorithm choice 
Classic version Embedded systems 
Encryption 
Key infrastructure 
Complete mixing hash 
algorithm 
MD5-hashing [5] 
Lack of key infrastructure 
HP HashFusion [6] 
 
II. Prototype Implementation 
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This algorithm allows you to apply hash functions of any length and 
works fairly quickly even on weak processors (see Fig. 1). 
 
 
Fig. 1. Subsystem using the Merkle tree 
 
A general view of the monitoring system prototype of wireless 
networks with a spectrum analyzer subsystem is presented on Fig. 2. 
 
 
Fig. 2. General view of the prototype 
 
III. Future Work 
• Testing the system in real conditions. 
• Increasing the number of sensors. 
• Determining the optimal number of clients with sensors. 
• Use of other OS (Windows, iOS) and other sensors.  
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IV. Conclusions 
Situation monitoring centers for wireless infrastructure: 
• Collect information about the status of the frequency range 
• Centralized data processing and rapidly AP reconfiguring. 
• Automatic and semi-automatic control on the wireless network. 
• Ensuring the integrity of packets with telemetry from sensors. 
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